<«

[
i dh_ | 7 4
N7 FENCE AGAINST TERRO

//ﬂ 4

Content

General Overview of the

Terrorist Activities
(January - March 2009)
by Ergiin ERUN

Maijor (TUR AF)

Gokeen AKYUZ
Deputy Inspector (TUR POLICE)

The History of the Internet

by Omer AKDOGAN
Colonel (TUR AF)

Turkey and Countering

Terrorism

by Seyit Ahmet EREN
3rd Grade Police Superintendent (TUR POLICE)

Cyber Terrorism - a New

Dimension in Battlespace

by Julian CHARVAT
Maijor (GBR A)

COE-DAT Activities

COE-DAT Publications

COE-DAT,

Your gate
fo get

‘ivjf'oq- mﬁ‘ it

N ewsletter's tenth issue
has four main sections.
First of all, we share the
information and the analysis
of the data related to terrorist
incidents took place all over
the world in the previous
three months. Second, we
have articles on terrorism
related issues. Lastly, brief
information about the training
activities of our centre and
publications is provided in
the bulletin.

Col. Omer AKDOGAN, in his
article on History of Internet
provides the reader with an
overview of the historical
development of internet. He
also mentions about the
terrorist use of Internet
together with a future
projection of internet.

In his article on Turkey and
Countering Terrorism, Chief

EREN explains terrorism in
Turkey and her efforts in the
struggle against terrorism. By
introducing the terrorist
organizations operating in
Turkey within a historical
perspective, Turkish
Authorities fighting against
terrorism, country’s security
structure, both the defence
policies and the preventive
measures; he intends to assist
the military and police
officials.

Maj. Julian CHARVAT's article
on Cyber Terrorism: A New
Battlespace elaborates the
battle against terrorism in
Cyberspace in Cyber
Terrorism as a form of attack
and the terrorist use of the
Internet as a tool for physical
action. It will also consider
areas of both anti and counter
terrorism within a cyber

environment.
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The opinions and comments in the “COE-DAT Newsletter” represent
the personal views of the authors. They do not represent the official views of
Centre of Excellence Defence Against Terrorism nor NATO.
All the rights of the arficles and pictures included in this book are reserved.
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General
Overview of the
Terrorist Activities
(January — March
2009)

Maj. Ergiin ERUN
TUR AF, Chief ICMC,
COE-DAT

Gokeen AKYUZ
Deputy Inspector (TUR Police),
Analyst, ICMC, COE-DAT

Country

I]n the first quarter of 2009
terrorist incidents decreased roughly
7%, totalling 2453 All figures
mentioned in the report are totally
procured from the open sources
and any dispute in figures used in
similar works is a matter of
capability to reach the same source.
Neither NATO nor COE-DAT is
responsible for the disputes but the
analyst. versus 2668 from the last
guarter of 2008. However, terrorist
incidents in this quarter increased
approximately 20% according to
first quarter of 2008 because of
increase terrorist incidents in
Pakistan, especially in Federally
Administered Tribal Area (FATA)
and North West Frontier Province
(NWFP). Totally, 475 terrorist attacks
recorded in the first quarter of 2009

Event Count

Iraq
Pakistan

Sri Lanka
Afghanistan
India
Somalia
Thailand
Philippines
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702 883 1855 24
476 816 1373 340
284 197 540 1
269 513 667 31
202 168 220 39
105 462 425 147
77 83 188 0
52 49 128 11
45 3 10

43 20 127

Table 1 - The Most Hit Countries Worldwide.

Afghanistan; 270
Sri Lanka; 284

in contrast to 204 terrorist incidents
recorded in the first quarter of 2008
in Pakistan. In this first quarter of
2009, 45 countries were afflicted
with terrorist attacks again. These
attacks resulted in 3,583 lives lost
and 5,938 injured. Also, 653 people
were abducted by unknown
assailants during the period. These
statistics show a minor increase in
the number of terrorist attacks
carried out from the previous
quarter, but the casualty levels
decreased a minor amount, except
in the area of abductions. Iraq
suffered by far the most attacks
with 702 separate attacks claiming
883 lives and injuring 1,855 others
along with 24 others abducted. The
level of violence in Iraq remains
nearly the same as the previous
quarter and accounts for 29% of
total attacks, 24% of the total
fatalities, and 34% of the total
casualties for worldwide terrorist
incidents.

The Iraqi city of Mosul saw the
most attacks with 246 separate
terrorist incidents, claiming 170
lives and wounding 371 people.
The second most hit city in Iraq
for the period was the capital city
of Baghdad with 180 separate
terrorist attacks. In Baghdad, the
attacks resulted in 325 deaths and
934 woundings. There were also

The Most Hit Countries in the First Quarter of 2009

Philippines; 52

Israel; 45

Iraq; 702

Pakistan; 475

Graphic 1 - Worldwide Most Hit Countries in the First Quarter of 2009

(1) All figures mentioned in the report are totally
procured from the open sources and any dispute
in figures used in similar works is a matter of
capability to reach the same source. Neither NATO
nor COE-DAT is responsible for the disputes but

the analyst
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six civilians abducted in Baghdad.
The deadliest attack for the quarter
was conducted on February 12th
when a suicide bomber killed 40
and wounded 84. A female suicide
bomber exploded her when a major
Shia religious pilgrimage route. The
attack happened in Iskandariya, 40
km south of the capital. Hundreds
of thousands of pilgrims are
heading to Kerbala to mark arbain,
one of the most important dates in
the Shia religious calendar. The
arbain rite marks the end of a
mourning period after the death
anniversary in the seventh century
of Prophet Mohammad’s grandson,
Imam Hussein.

Suicide attack occurred in Kyber Agency on March 27.

In Pakistan violence decreased
approximately 10% according to
last quarter of 2008. 476 terrorist
incidents recorded during the first
guarter of 2009. These attacks
claimed 816 lives and causing 1373
casualties along with 340 others
abducted. Suicide attacks were
almost the same in Pakistan during
the period versus the previous
quarter. Of these, 242 were Killed
and 529 were wounded during just
23 suicide attacks during this
quarter. The deadliest attack was
reported in the Federaly
Administered Tribal Area (FATA)
on March 27th. At least 83 people
were killed and 125 injured when
a suicide bomber blew himself up
at a mosque during Friday prayers

near Baghiari check post area in
Jamrud tehsil of Khyber Agency.
10 security personnel were also
among the dead. The explosion
caused the two-storey structure to
collapse on almost 250 worshippers
leaving most of them trapped in
the rubble.

In addition, two significant attacks
happened in Pakistan in February
2009, one of them happened on
February 5th while another
happened in FATA on February
20th. In the first attack, at least 32
persons were killed and 48 others
wounded when a suspected suicide
bomber blew himself amidst a
crowd of Shia worshippers outside
a mosque in Dera Ghazi Khan in
the Punjab province. The blast
targeted dozens of people
converging on the Al Hussainia
Mosque after dark, shortly before
a religious gathering. Second suicide
attack happened in FATA on
February 20th. A suicide bomber
ripped through a funeral procession
in Dera Ismail Khan, killing 32
people and wounding 150 others.
The bomber targeted the
participants of the funeral prayers
of a Shiite Muslim Sher Zaman who
was killed in the town on February
19th by some unknown assailants.
In terms of location, the North West
Frontier Province (NWFP) had the
most activity with 235 attacks while
110 terrorist attacks reported from
FATA. Also, Baluchistan, Punjab
and Sindh were the provinces hit
by terrorists during the quarter.

Sri Lanka, with intensified clashes
between security forces and the
Liberation Tigers of Tamil Eelam
(LTTE), suffered the third most
country in the world for the first
quarter of 2009. The number of
incidents in Sri Lanka dropped
roughly %30 in this quarter versus
last quarter with 404 incidents.
These 282 separate terrorist attacks
resulted in 197 deaths, including
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both civilians and security forces,
and injured 540. Also, one civilian
was abducted in Buttala district on
January 1st. However, the number
of civilians suffered, in the No Fire
Zone, were very high for the period.

The latest development in Sri Lanka
illustrated below on the map
according to military sources.

Map — 1: Latest Developments in Sri Lanka
from November 2005 to February 2009

In general, clash, close quarter
armed attacks, Improvised
Explosive Devices (IED) attacks
and indirect fire were the
predominating tactics used by the
terrorists. The deadliest attack was

a suicide attack on February 9th
during the quarter. A female Tamil
Tiger suicide bomber hiding among
people fleeing Sri Lanka's war blew
herself up, Killing at least 29 civilians
and soldiers and wounding 64
others. The blast happened near
Vishvamadu, a town in the north
of the Indian Ocean island recently
captured by soldiers battling to
crush the Liberation Tigers of Tamil
Eelam (LTTE) separatists and end
a 25-year-old war.

Violence continued in Afghanistan
in the last quarter with 269 separate
attacks. The level was almost the
same according to previous quarter.
These 269 attacks claimed 513 lives
and injured 667, a small decrease
from the last quarter of 2008. There
were also 34 people abducted
during the period. The most
significant attack in Afghanistan
happened in Kabul province on
February 11th. Coordinated attacks
killed at least 29 and wounded 128
others in the capital city. 26 people
died on February 11th while three
others succumbed to injuries on
February 12th. Two successive
suicide attacks took place at the
General directorate of jails located
in the fourth district of Kabul city
while some armed men and suicide
attacker entered justice ministry
compound. Taliban accepted the
responsibility for the bloody attacks.
16 suicide attackers have entered
the city and launched the attacks.
The goal of the attacks might be
avenge of the death of 44 Taliban
militants were killed in Pul-i-Charkhi
jail in an operation of security forces
three months back.
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Sri Lanka; 197

Somalia; 462

Afghanistan; 513

In another deadliest attack
happened in Uruzgan province on
February 2nd. A suicide bomber
killed 21 police in southern
Afghanistan. This attack was one
of the deadliest attacks on the force
in recent months. The bomber,
wearing a police uniform, made
his way into a police compound
in Tirin Kot, the capital of Uruzgan
province, and blew up explosives
attached to his body in the incident.
As a result of the suicide attack on
a police unit, 21 police were
martyred and eight more wounded.
Taliban insurgents claimed
responsibility for the attack.

Kandahar was the most volatile
province with 39 separate attacks
where 77 people lost their lives
and 88 more were injured. In
Helmand province, there were 38
attacks claiming 91 lives and
injuring 56 others while in Khost
province 31 terrorist attacks resulted

in 54 deaths and 105 woundings
along with two abductions by
unknown assailants. In addition,
18 attacks in the capital city of
Kabul resulted in 47 deaths and
186 woundings along with two
abductions. Other provinces
inflicted with multiple attacks were
Uruzgan with 21 attacks, Herat with
15 attacks and Nangarhar province
with 14 attacks.

202 terrorism related violence put
India in the fift place in the world
according to number of attacks
carried out for the first quarter of
2009. During the first quarter 202
separate attacks Killed 168
people and wounded 220
others. The most important
attack was an armed attack
on February 1st in
Maharastra province. 15
Police personnel, including
a Sub-Inspector, were killed
by the Communist Party of
India-Maoist (CPI-Maoist) cadres
when a patrolling party visited the
forest area of Morke village in the
Gadchichiroli District. In addition,
in a raid, carried out by India-
Maoist (CPI-Maoist) cadres, on
February 9t caused 10 policemen
dead and 12 others wounded in
Bihar province.

Fatalities in the First Quarter of 2009

Thailand; 83

Philippines; 49

Russia; 46

Iraq; 883

Pakistan; 816

Graphic 2 - Ten Countries Those Gave the Highest Fatalities in the First Quarter of 2009
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Casualties in the First Quarter of 2009
Thailand; 188 Sudan; 119
Philippines; 128
Somalia; 425
Iraq; 1855
Nepal; 127

Pakistan; 1373

Sri Lanka; 540

Afghanistan; 667

Graphic 3 - Ten Countries Those Gave the Highest Casualties in the First Quarter of 2009

Terrorism related violence in Somalia
claimed 462 lives and injured 425
others in 105 separate attacks,
making Somalia the most targeted
country in Africa again. According
to the data available, terrorism
related incidents were almost the
same in the first quarter of 2009 in
comparison with the previous
quarter. The most deadly incident
was two days long clash between
rebels and Somali police backed
by African Union (AU) peacekeepers,
taking the death toll in the worst
fighting between 23 and 24
February 2009 to 81. Also, 90
people wounded during the
clashes. In addition, nine different
tactics used by terrorist in Somalia
during the period, and the most
used one was clash with 38
repetitions, killing 344 people and
wounding 293 others. IED attack
was the most used second tactic
with 15 separate incidents. These
incidents claimed 27 lives and 28
injuries in sum. Other tactics used
in Somalia were abduction, armed
attack, execution, Indirect Fire (IDF)
attack, piracy, raid and suicide attack
during the quarter.

Violence in Thailand decreased
rougly %10 in the first quarter of
2009 with 77 separate attacks
compared to 88 the previous
guarter. In the 77 attacks this
guarter, 83 lives were lost and 188
people were wounded. The three
troubled southern provinces,
Pattani, Narathiwat and Yala were
the most volatile cities in terms of
the number of attacks carried out
in the period. Yala suffered 30
attacks that resulted in 32 people
killed and 38 others injured while
in Pattani 23 people were killed
and 16 were wounded in 23
separate attacks. The province of
Narathiwat also suffered a
significant number of attacks, 19,
which claimed 16 lives and
wounded 36. In the largest attack,
eight were killed while 97 were
injured due to an explosion in
northeast of Thailand on February
1st. The explosion happened at a
concert held for merit making at
Sirimongkol Temple. In terms of
the incident type, the traditional
armed attack was the most used
tactic in Thailand with 45 separate
attacks, claimed 59 lives and 28
injuries while the second most used
tactic with 21 repetitions, IED
attacks, caused 15 people dead and
150 wounded during the quarter.
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The violation increased
approximately %20 in the
Philippines and some 52 attacks
claimed 49 lives and wounded 128
people along with 11 people
abducted during the first quarter
of 2009. The deadliest attack was
a clash on March 27th. Seven
soldiers and five soldiers were
wounded and at least 20 separatist
rebels were killed in fierce incident
in the troubled southern Philippines.
Fighting between government
troops and the country's largest
rebel group, the Moro Islamic
Liberation Front (MILF), erupted in
a remote Bialong village in the
township of Mamasapano,
Maguindanao Province. The fighting
lasted for eight hours that resulted
to the death of 20 rebels and scores
wounded while on the government
side we lost seven men on the
ground and five injured. In terms
of the provinces, Catobato was the
most volatile province with 11
separate attacks claiming 11 lives
and injuring 21 during the quarter
while the second most hit province,
Mindanao, hit seven times and
resulted in 11 deaths and 11
woundings. In terms of
methodology, clashes were
conducted 17 times claiming 30
lives and wounding 53 while IED
attacks occured 14 times resulting
in three deaths and 47 wounded.
Lastly, seven armed attacks claimed
10 lives and injured five while five
indirect fire (IDF) attacks resulted
in five detahs and 21 woundings.

Israel was ninth most targeted
country for the first quarter of 20009.
Some 45 separate attacks claimed
three lives and cuased 10 injuries
during the quarter. Four different
tactics used in lIsrael during the
quarter and the most used one was
IDF attacks with 37 incidents. These
37 attacks caused five people
wounded while four armed attacks

resulting two deaths. In addition,
three IED attacks claimed one live
and three injuries while an Vehicle
Borne Improvised Explosive
Devices (VBIED) attack caused no
casualties on March 22nd.
Nepal was the tenth most hit
country in the world during the
first quarter of 2009 with 43 separate
attacks, resulting 20 deaths and 127
woundings along with four others
abducted. In terms of the
methodology used in Nepal, armed
attack was the most used one with
15 attacks, claiming 13 lives and
four wounded while IED attack
was the second most used tactic,
with 14 repetitions, caused five
people dead and 26 others
wounded. Another tactics used in
Nepal were abduction with one
attack, arson with one attack, clash
with seven attacks, IDF with two
attacks and raid with three attacks.

Lastly, in Europe ten countries hit
by terrorists during the quarter and
the most hit country was Russia
with 42 separate attack resulting
46 lives and 42 wounded along
with five abducted in Siberia on
March 13th while Greece was the
second most hit country with nine
incidents claiming one live and one
injury. Also, in Turkey eight
separate attacks occurred during
the quarter and caused one live
dead and five others wounded
along with another one abducted
on March 21st while France, Spain
and Georgia hit three times. Other
countries hit by terrorists in Europe
during the quarter were Kosovo
with one attack, Norway with one
attack, United Kingdom (UK) with
two attacks and Ukraine with one
attack.

Terrorists used 14 different tactics
in the first quarter of 2009. IED
attacks were the most used tactic
during the quarter with some 772
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Event
Event Type Count

Armed Attack
Clash

IDF

Suicide Attack
VBIED
Abduction
Execution
Arson

Raid

VOIED

Piracy
Multiple Attack
Hoax

attacks, claiming 610 lives and 1,727
wounded along with four abducted
while traditional armed attacks were
the most used second tactic during
the quarter with some 626
repetitions, resulting 1,005 deaths
and 549 woundings along with 21
others abducted. Iraq was the most
targeted with IEDs, suffering 324
separate attacks. Pakistan was the
second country suffered IED attacks
with 138 incidents while
Afghanistan was the third most
targeted country with 102. Lastly,
51 IED attacks reported from India
while 36 IED attacks were reported
in Sri Lanka. The deadliest IED
attack took place in the state of
NWFP in Pakistan on February 5th.
At least 10 people were killed and

1727
1005

376 787 899 7
203 142 456 0
98 696 1671 0
92 112 421 0
87 0 1 385
66 121 0 0
42 3 7 0
41 88 86 98
29 9 26 0
14 0 0 138
1 10 95 0

6 0 0 0

Table 2 - The Most Used Tactics in the World.

more than 30 others were wounded
in a bomb explosion in a Pakistani
northwestern district, Dera Ismail
Khan. Bomb exploded at the
entrance of an Immambargha,
located near a bus station, when a
large number of people had been
gathered inside the Immambargha.
Extrajudicial killings posed an
important security challenge for

India, Pakistan; Somalia, Sri Lanka,
Thailand and especially for Iraq
where 256 people lost their lives
in captivity in 102 separate
incidents.

In addition, the clashes between
security forces and militants caused
considerable damage with 787
people losing their lives and over
899 sustaining injuries along with
seven, most of these occuring
within security forces themselves
and among the civilian population
caught in the crossfire.

A wide usage of Indirect Fire (IDF)
attacks was also noted during the
quarter, killing 142 and wounding
456 in 203 attacks.

Suicide Bombing was the deadliest
form of IED attack with 98
incidents killing 696 people and
wounding 1,671 others during the
first quarter of 2009. Afghanistan
was the most volatile country
according to data available about
suicide attacks with 37 separate
attacks while Irag was the second
most suffered country from suicide
attacks with 26 of these attacks.
Pakistan was the third hardest hit
by this tactic, suffering 23 such
attacks. Other countries targeted
were Sri Lanka with six, Somalia
and Algeria with two and Russia
and Yemen afflicted with at least
one each during the quarter.

Another deadly IED tactic, the Vehicle
Born Improved Explosive Devices
(VBIED), was the sixth most used
tactic. There were 92 separate attacks
claiming 112 lives and injuring 421
during the quarter. Iraq was the most
afflicted with 69 separate VBIED
attacks that killed 80 people and
wounded over 300 others. Other
countries with attacks using this tactic
during the quarter were Afghanistan,
India, Israel; Pakistan, Russia, Spain,
Sri Lanka and Turkey.
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Abductions were another tactic
used during the period. Some 87
attacks wounded one people in
sum. In addition, assailants
kidnapped 385 people during the
quarter.

Execution was the seventh most
used tactic during the quarter with
some 66 attacks, claiming 121 lives.
Pakistan was the most volatile
country related to execution with
36 incidents, resulting in 60 deaths
while India was the second one
with 10 repetitions. Also,
Afghanistan, Colombia, Iraq,
Somalia and Thailand were another
countries occurred execution during
the period.

During the quarter 42 arson attacks
resulted in three deaths and seven
woundings. Pakistan was the
leading country with 12 arson attack
while India was the second country
to suffer from arson attacks with
some 10 attacks.

Raid was the most used tenth tactic
during the first quarter of 2009 with

41 separate attacks, claiming 88
lives and 86 wounded along with
98 abducted. Pakistan was the most
hit country with nine separate raid
attacks while India was the second
most hit country with six attacks.
In addition, Afghanistan and Nigeria
were hit five times during the
quarter.

The Victim Operated Improvised
Explosive Device (VOIED) attack
was the eleventh most used tactic
for the period with 29 attacks
claiming nine lives and injuring 26
others during the quarter. Sri Lanka
suffered the most VOIED attacks
with 20 attacks, claiming one live
and 14 wounded. Also, Afghanistan,
Irag, Pakistan, Russia and Turkey
saw VOIED attacks.

Lastly, six hoax, one multiple attack
from Punjab province in Pakistan
and 14 piracy related incidents
reported during the first quarter of
2009.

The Deadliest Tactics Used in the First Quarter of 2009

Suicide Attack; 98

IDF; 203

Clash; 376

Execution; 66

IED; 772

Armed Attack; 626

Graphic 5 — The Deadliest Tactics Used in the World in the First Quarter of 2009
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The History of the
Internet

Omer AKDO—AN
TUR AF,

Chief Plan. Prog. Branch,
COE-DAT

he Internet is a worldwide
connection of thousands of
computer networks. All of them
speak the same language, TCP/IP,
the standard protocol. The Internet
allows people with access to these
networks to share information and
knowledge. Resources available on
the Internet are chat groups, e-mail,
newsgroups, file transfers, and the
World Wide Web. The Internet has
no centralized authority and it is
uncensored. The Internet belongs
to everyone and to no one.

It is structured in a hierarchy. At
the top, each country has at least
one public backbone network.
Backbone networks are made of
high speed lines that connect to
other backbones. There are
thousands of service providers and
networks that connect home or
college users to the backbone
networks. Today, there are more
than fifty-thousand networks in
more than one-hundred countries
worldwide. However, it all started
with one network.

The history of the internet is actually
a component of the history of mass
telecommunications. This started
in 1837 with Samuel Morse’s
invention of a telegraph transmitter
and receiver.

The Atlantic cable of 1858 was
established to carry instantaneous
communications across the ocean
for the first time. Although the
laying of this first cable was seen
as a landmark event in society, it
was a technical failure. It only
remained in service a few days.

After five attempts at a trans-Atlantic
communications cable, subsequent
cables laid in 1866 were completely
successful and compare to events
like the moon landing of a century
later and remained in use for almost
100 years. In that date the
foundations were set in place for
near-instant communication
between nation-states, which would
essentially compress their
geographical distances.

For computer hardware, it was over
a hundred years after Morse’s
invention that the first semi-
programmable computer, known
as ‘Colossus’ (which was the size
of a small office), was built for
code-breaking activities in the UK
at Bletchley Park during the Second
World War.

In the early 1960's after the
launching of Sputnik in 1957 by
Soviet Union, the Cold War was
escalating and the United States
Government was faced with a
problem. How could the country
communicate after a nuclear war?
The Pentagon's Advanced Research
Projects Agency, ARPA, had a
solution. They would create a non-
centralized network that linked
from city to city, and base to base.
The network was designed to

function when parts of it were
destroyed. The network could not
have a centre because it would be
a primary target for enemies.
Afterward, ARPA turned its attention
to the need for improved military
communications in 1962, with a
focus on computer networking.
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The concept of interconnected
computers and some of the
technologies supporting a network
had been devised a few years
earlier. In 1964, the RAND
Corporation looked into a
communications network that could
link cities, states and military
establishments. The core issue was
that the network had no central
hub of authority and so could be
more resilient during a third ‘total
war’, a war which, in the 1960s,
was expected to include the use
of nuclear weapons.

By 1968, ARPA brought a lot of its
research contracts to the university
level, pulling them from the private
sector and called for tenders for a
project called ARPANET, a system
to connect computers and transfer
data ‘packets’ between them. Before
this time, connections concerned

circuit switching as opposed to
data transferral. There were four
supercomputer stations, called
nodes, on this high speed network.
ARPANET grew during the 1970's
as more and more supercomputer
stations were added. The users of
ARPANET had changed the high
speed network to an electronic
post office. Scientists and
researchers used ARPANET to
collaborate on projects and to trade
notes. Eventually, people used
ARPANET for leisure activities such
as chatting. Soon after, the mailing
list was developed. Mailing lists
were discussion groups of people
who would send their messages
via e-mail to a group address, and
also receive messages. This could
be done twenty-four hours a day.

As ARPANET became larger, a more
sophisticated and standard protocol
was needed. The protocol would
have to link users from other small
networks to ARPANET, the main
network. The standard protocol
invented in 1977 was called TCP/IP.
Because of TCP/IP, connecting to
ARPANET by any other network
was made possible. In 1983, the
military portion of ARPANET broke
off and formed MILNET. In August,
1984 the establishment of a pilot
project to install and evaluate
TCP/IP protocols on some key non-
Unix machines at CERN including
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the central IBM-VM mainframe and
a VAX VMS system was proposed.
The same year, TCP/IP was made
a standard and it was being used
by everyone. It linked all parts of
the branching complex networks,
which soon came to be called the
Internet.

In 1985, the National Science
Foundation (NSF) began a program
to establish Internet access centered
on its six powerful supercomputer
stations across the United States.
They created a backbone called
NSFNET to connect college
campuses via regional networks to
its supercomputer centers.
ARPANET officially expired in 1989.
Most of the networks were gained
by NSFNET. The others became
parts of smaller networks. The
Defense Communications Agency
shut down ARPANET because its
functions had been taken over by
NSFNET. Amazingly, when
ARPANET was turned off in June
of 1990, no one except the network
staff noticed.

In the early 1990's the Internet
experienced explosive growth. It
was estimated that the number of
computers connected to the Internet
was doubling every year. It was
also estimated that at this rapid rate
of growth, everyone would have
an e-mail address by the year 2020.
The main cause of this growth was
the creation of the World Wide
Web.

The World Wide Web was created
at CERN, a physics laboratory in
Geneva, Switzerland. The Web's
development was based on the
transmission of web pages over the
Internet, called Hyper Text
Transmission Protocol or HTTP. It
is an interactive system for the
dissemination and retrieval of
information through web pages.
The pages may consist of text,
pictures, sound, music, voice,
animations, and video. Web pages
can link to other web pages by
hypertext links. When there is

hypertext on a page, the user can
simply click on the link and be
taken to the new page. Previously,
the Internet was black and white,
text, and files. The web added
color. Web pages can provide
entertainment, information, or
commercial advertisement. The
World Wide Web is the fastest
growing Internet resource.

Organisation of such a vast amount
of data was becoming a key issue.
Technical solutions, such as the
Domain Name System (DNS)
transformed hard to remember
internet protocol numbers into easy
to remember names. The Defence
Data Network - Network
Information Centre handled all
registration services, including the
top-level domain addresses such
as .mil, .org and .gov. Only in 1992,
as non-defence and public access
grew, the US Department of
Defence stood back from the
internet and passed registration
over to civilian contractors.

In the 1990s, the use of and
applications available on the
internet grew at an astonishing rate,
assisted by improving
telecommunications infrastructure.
With it came the requirement to
regulate protocols and domains to
manage the enormous increase in
information. Bulletin Board Systems
(BBS) were popular: a system
where user’s computers that were
attached to modems left messages
for reply on servers. Hypertext, a
concept dating from 1945, had been
used in various networks as a
method of organising information.

But the real starting point for what
became know as the World Wide
Web (WWW) was in 1993 through
the development of graphical
browsing — a web browser. Over
subsequent years, numerous web
browsers were in place, and the
directory system of information
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sources was generally replaced by
search engines that browsed for
the most relevant sites. Essentially,
the internet was evolving into a
popularity contest between sites
rather than a library or directory.

Innovation and market-led
economics that drove a consumer
appetite for new technology played
important roles in the development
of the internet. Devices became
smaller in size and even portable,
but also became larger in data
storage and processing capability.
Prices of equipment and
telecommunications costs steadily
fell, making devices more accessible
to the public. Applications were
being developed in two ways, both
top down by large software
development companies, but also
bottom up from intensive personal
users. It was this participatory
culture of technological
development of the World Wide
Web that brought about the largest
changes in how the world received
its information.
Democratisation in the
‘Information Society’

Pre-dating the internet, newsgroups
and e-mail gave users the ability
to exchange information and pass
it around without the need for a

filter or mediator. As the internet
grew, so did the sources of
information available to users.

This ‘source bombardment’ has had
a number of consequences for the
traditional mass media of print and
broadcasters, as well as the actors
who use it (such as politicians and
advertisers).

The vast number of information
sources available to an internet-
enabled society has seen a dilution
of a single mass audience into
multi-source, self-assessing
segments. New media in the early
21st Century is a participatory, user-
driven information environment,
far from the linear platform of the
mass media that delivered
information through a ‘gatekeeper’
to a passive mass audience. These
outlets—radio, television stations
and newspapers-were capital
intensive and subject to varying
levels of government or
government-inspired intervention
or regulation.

Information ownership in the mass
media was, therefore, somewhat
privileged. In contrast, new media,
driven by technological change in
telecommunications, has

undermined this sphere of
knowledge ownership and the
singular authority of mass media
companies.
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As a result, content ownership is
becoming more complex. Bloggers
and websites present information
in new forms from traditional, mass
media sources that they can link
back to other websites. Widely
available (and easy to use) editing
software means images and sounds
can be edited into something
completely different and re-
published in their new form.
Downloading music and movies
from site to site is an ongoing
challenge to copyright holders, just
as copying (or ‘pirating’) music to
audio cassette once was, but the
scale of global proliferation of
copying is unprecedented.

However, we've been here before.
‘Counter-culture’ always used
‘grassroots media’ (folk songs,
posters, leaflets, public meetings)
rather than the more traditional mass
media of radio and television to
message audiences. The alternative
sources now residing on the internet
are merely offering new platforms
to the old grassroots, and potentially
giving them a global audience.

Arguably, the growth in the
popularity of alternative sources is
also driven in part by the demise of
the large audience once afforded to
the mass media. In the UK, circulation
figures for the national newspapers
have been in a general decline since
the 1950s, and television audiences
are regularly no higher than eight
million for the most popular
programmes, a fall of nearly ten
million in the past twenty years.
Academics cite a number of reasons
for this demise, from the availability

of multi-platform satellite and digital
television stations that fracture the
audience into smaller viewing groups,
to a perception that the content of
the mass media is serving the interests
of advertisers and financial backers
as opposed to audiences.

On-line strategic
communications — a bowl of
noodle soup

The internet has enabled self-
publishing, which means
governments, companies, special
interest groups and individual
members of the public have - in
theory at least — an equal voice. It
is a place where narratives and
counter-narratives compete for
attention, and a place where
conspiracies unwind without media
filtration. Equally, the power of
message interpretation is no longer
with the mass media ‘gatekeepers’,
but with personal members of an
audience. Both have significant
consequences for anyone engaged
with public messaging.

Messages are now available multi-
platform, being sent as digital audio,
text or instant messaging, to a number
of static and portable devices. These
can be sent simultaneously from a
single source to different receivers,
or as unconnected multiple sources.
One no longer has to physically visit
websites to gain information. Really
Simple Syndication (RSS) feeds can
lead users, once they have subscribed
to the feed, not needing to visit a
website at all. Memes (a term
originally coined by a biologist and
evolutionary theorist to describe how
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cultural information propagates
between minds), are items that spread
quickly across the internet via virtual
word of mouth and self-publishing.
Meme tracker sites, such as
‘techmeme’ and ‘tailrank’, track the
most popular items on the internet.

The information age is like a bowl
of noodle soup - a mass of
communication strands from sender
to user floating in a soup of
information. A user takes one strand
at a time, maybe several depending
upon how big the user’s fork is.
The vast array of sources means the
audience, unable to digest them all
at once is now self-selecting within
their own agendas. Separating and
recognising fact from an author’s
opinion is just one of the issues
facing information consumers.

Audiences are constructing individual
hierarchies of sources. Some place
their trust in the information received
from mass media outlets over a blog
or chatroom; for others, the hierarchy
is different, putting information
gained from virtual contact above
that of the mass media. This is an
evolving area of understanding, but
it stems from what sources are
perceived to be important on which

subjects to which members of the
audience. Local events in my street
are important, but I wouldn't find
them reported on a national radio
bulletin (unless the event was
particularly serious). Similarly, timely
news about my extended family
elsewhere in the world would be
achieved through
telecommunications — hearing and
seeing them via the internet, perhaps
— not through the channels of the
mass media. Arguably
communications has always been
thus, but the connected environment
has changed perceptions of what
events are now important to us.

Time Space Compression
Advances in telecommunications
means that multiple channels and
democratic information is travelling
faster across greater distances:
geographical place is no longer
relevant. As audience members
pick and choose their credible
sources, nation-statehood may not
enter the equation as credible
boundaries to information or
communication control. The
popularly of social networking is
that friends in a physical space
(such as a school or workplace)
can keep in touch virtually when
they are geographically separated.
The mass media news agenda, too,
‘chases the sun’ across the globe,
with global outlets setting the day’s
agenda in Australasia and chasing
the rising sun across the continents
into the Americas. Indeed, searching
the front page of Google News at
0900GMT is more likely to consist
of stories from Asia than if one
visited the site at 1800GMT when
North American stories dominate.
As Will King of CNN once said, ‘it’s
always prime time somewhere’.

This is confounded by devices that
converge new media platforms,
such as a mobile telephone with an
embedded camera and an e-mail
capability. Information can be
supplied instantly in a number of
formats (or ‘cross-platform’). For the
mass media and those engaged in
message campaigns, dominant
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narratives on traditional platforms
are challenged by alternatives at the
same speed — in many cases, faster.
Uploading a message into the public
sphere of the internet is now instant
and it will be only a matter of before
the quality of pictures improves into
mass-media broadcast standard.

The opposite of speed is also true.
Information now has greater longevity
in the new media sphere through
archiving and smart searching (the
so-called ‘long tail’). In the media
and public sphere, after an initial
burst of activity a piece of information
is replaced by new pieces of
information and generally forgotten
as the day progresses; accessing
certain platforms on the internet
means that the first piece of
information can live on, even re-
emerge into the public sphere.

Terrorist use of the internet
What of terrorists, extremists and
criminals and their use of the internet?
| argue they use the technologies
available to them in the same way
as any other group on-line.
Recruitment, fundraising, the
promulgation of ideologies and ideas,
through to planning, co-ordination
and publications are equally valid
for a charity organisation or a
workplace as much as a group
engaged in criminal activities.
Fear of what opportunities that the
internet could provide a criminal
is a similar fear which was afforded
to telephones, radio or television
in their early inceptions (Furedi,
2006). For instance, the
development of television during

the late 1930s in the UK was put
on hold until the end of the Second
World War. What the internet and
mass communications has changed
is the ease of accessibility to
broadcast messages to disparate
audiences.

The Future of the Internet
There are a number of scenarios
that could affect the internet in the
years to come, ranging from
flourishing success to collapse.
Technological change will continue
to drive development, but so will
government legislation and
economics. There are parts of the
world where the national
infrastructure is undergoing change
and development, from the
availability of the one hundred-
dollar laptop to digitisation and
broadband.

Regulation and censorship of the
internet will shape its future
architecture. The trans-national
nature of global communications
has proven difficult for nation-states
to govern, and even the
supranational European Union’s
collective legislation of television in
the new multi-platform environment
has been problematic. National
constraints in one country do not
necessarily hold true in another,
which may lead to not one internet,
but several running in parallel and
operating with varying degrees of
filtering and censorship.

Economics is also a key influence.
Disposable incomes in developed
countries have generally driven the
internet’s guises, and should
financial buoyancy begin to slow
or reverse, then the buying power
of consumers may also slow down
and the take-up of converged
devices or higher speed
telecommunications may reduce.
The physical infrastructure of the
internet could also be at risk. As
users become ever more reliant on
networked computers in everyday
life, telecommunications, power
supplies and hardware resilience
become prime targets for hacking.
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An earthquake knocked out an
underwater telecommunications
cable — and, therefore, the internet
— to parts of Japan for nearly a week
earlier in 2007. Unreliable
infrastructure has stifled the
development of the internet in many
parts of the world, particularly in
rural regions and such problems
could be its undoing. Catastrophic
failure of the internet could also
come from within as a malicious
code or virus may be so virulent as
to close down servers or cause large
scale communications damage.

Conclusion

After its beginnings as a tool to
support the war fighter and assist
civilian resilience, the commercial
incarnation of the internet and its
supporting technologies has been
a significant driver of enormous
technological change across the
world. Many academics judge these
changes to be the most extensive
since the invention of the telegraph.
There is now a generation of people
who have not know a time without
the internet as part of their
information space. We live in a
congested, self-selecting media
environment. The public sphere has
grown beyond recognition, giving
individuals and groups greater
opportunities to communicate
directly to a target audience.

But there is still a legitimate role for
the multinational conglomerate mass
media. Surveys have shown
‘traditional’ media sources are
considered to be more credible than
new media sources, although some
argue that this position is continually
eroding. Additionally, such
organisations are one-step removed
from the content that appears on-
line, instead the businesses own the
platform, the host site and the
telecommunications providers.
Traditional mass media is not in a
twilight age, but we live in a noisy
message environment the internet
is forcing all of us engaged in
delivering and consuming messages
to be somewhat more selective about
the ones we wish to influence us.

One should not conclude that the
Internet has now finished changing.
The Internet, although a network in
name and geography, is a creature
of the computer, not the traditional
network of the telephone or television
industry. It will, indeed it must,
continue to change and evolve at the
speed of the computer industry if it
is to remain relevant. It is now
changing to provide such new services
as real time transport, in order to
support, for example, audio and video
streams. The availability of pervasive
networking (i.e., the Internet) along
with powerful affordable computing
and communications in portable form
(i.e., laptop computers, two-way
pagers, PDAs, cellular phones), is
making possible a new paradigm of
nomadic computing and
communications.

The most pressing question for the
future of the Internet is not how the
technology will change, but how the
process of change and evolution
itself will be managed. The
architecture of the Internet has always
been driven by a core group of
designers, but the form of that group
has changed as the number of
interested parties has grown. With
the success of the Internet has come
a proliferation of stakeholders -
stakeholders now with an economic
as well as an intellectual investment
in the network. We now see, in the
debates over control of the domain
name space and the form of the next
generation IP addresses, a struggle
to find the next social structure that
will guide the Internet in the future.
The form of that structure will be
harder to find, given the large number
of concerned stake-holders. At the
same time, the industry struggles to
find the economic rationale for the
large investment needed for the
future growth, for example to
upgrade residential access to a more
suitable technology. If the Internet
stumbles, it will not be because we
lack for technology, vision, or
motivation. It will be because we
cannot set a direction and march
collectively into the future.
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his article will touch upon

terrorism in Turkey and her
efforts in the struggle against
terrorism. This issue might be
handled in detail; however, most
of the time there is a demand to
state the pro-longed fight against
terrorism in Turkey in short. This
article has been prepared to assist
the military and police officials,
who are asked to present this issue
from time to time at different
platforms. Needless to say, many
other things could have been added
to the text depending on the
different perspectives; we preferred
to be as concise as on this
comprehensive issue.

This study will consist of the
following sub-titles; Terrorism in
Turkey, Turkey'’s security structure
and measures taken by Turkey in
combating terrorism.

Terrorism in Turkey

Turkey is a bridge country between
Asia and Europe with its seventy
million populations. It has been
under different types of terrorism
threats based on; Marxist-Leninist,
separatist and religious ideologies
for the last three decades.
Within the last 30 years, 40.000
people died in Turkey including
innocent citizens, soldiers, police
officers, state officials, and terrorists
as well. Terrorist activities caused
also waste of huge economic
sources. These organizations carried
out their activities in the rural and
metropolitan areas following their
own ideologies.

Turkey first faced with ASALA terror
activities. The Armenian terrorist
organization ASALA executed 153
attacks all around the world against
Turkish Diplomats in a systematic
way and killed 34 Turkish diplomats
between 1974-1984.

Beginning from 1980 up to now
separatist PKK terrorism activities

have been on the agenda. And,
since 1990’s religious/fundamentalist
terror acts have been committed
with the aim of targeting secular
regime.

There have been many terrorist
organizations large and small in
Turkey. Terrorist organizations
currently active in Turkey mainly
fall under four distinctive categories.
These are:

Left Wing Terror Organizations
Right-Wing Terror Organizations
Separatist Terror Organizations
Terrorist Groups Connected to
Al-Qaida.

Left-Wing Terror Organizations

One of the scourges that Turkey is
forced to overcome is the Left-Wing
Terror that started in early 1970s
and whose certain fractions
continue to be a challenge. These
groups espouse a Marxist-Leninist
ideology and their strategies are
intended to destroy the current
system in order to establish a
Marxist regime. These groups are
composed of highly educated,
trained terrorists who have adopted
the strategies and tactics of former
Soviet revolutionists. They exploit
the social and economical problems
of the society, and carry out terrorist
activities not only in rural areas but
also in cities.

The major left- wing terror
organizations in Turkey. These
are;

- DHKP/C (Revolutionist People’s
Salvation Party/Front)

- TKP/ML (Turkey Communist Party
/ Marksist-Leninist) with two
fractions;

1-Conference
2-MCP (Maoist Communist Party)

- MLKP (Marksist-Leninist
Communist Party)
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Right-Wing Terror Organizations

Beside these, Turkey continues to
fight against extreme religious
terrorist groups that aim to convert
the secular and democratic structure
in Turkey into an Islamic Order.
The main objective of the terrorist
organizations exploiting the religion
is to overthrow the secular republic
and in return to create a fanatical
Islamic State.

The important ones;

- Turkish Hezbollah,

- IBDA/C (Islamic Great Eastern
Incursionists / Front)

- HD/ICB (Federal Islamic State of
Anatolia)

- Tevhid-i Selam

- Hizbut-Tahrir

- Ter. Org. connected to Al-Qaida.

Separatist Terrorist
Organization; PKK-Kongra/GEL

No doubt, the biggest terrorist
organization in Turkey is the PKK-
Kongra/GEL that has caused more
casualties and injuries in Turkey
than all the networks mentioned
before.

The PKK (Kongra-Gel) terror
organization was established in
1978 and started armed activities
in 1984. Having a Marxist-Leninist
ideology, it has been targeting to
establish a Kurdish state on the
territories of Turkey, Syria, Iran and
Irag, an area they refer to this region
as Kurdistan.

The PKK (Kongra-Gel) terrorist
organization has carried out
countless attacks and caused the
death of thousands of civilians,
especially in the east and southeast
parts of Turkey. In terms of the
brutality of its activities,

PKK/KONGRA-GEL has never
discriminated among innocent
citizens, be it children, babies,
elderly or women. Among the

victims, there have been more than
500 teachers, nurses and cleric
targeted. This terrorist organization
has claimed to protect the rights of
the Kurdish community, but it has
murdered thousands of Kurdish
people who have refused to
support the organization.

After the September 11 attacks, the
PKK changed its name firstly; as
KADEK (Kurdish Liberty and
Democracy Congress) in 2002 and
as KONGRA-GEL (Kurdish People’s
Congress) in 2003 in order to avoid
international condemnation and
reaction. In any case, all these
names signify the same terrorist
organization whose infrastructure,
methods, armed elements and aim
had never changed. Changing the
names did not respond to the
expectations of the organization
and it was included into the
“Terrorist Organizations List”. You
see on the screen the countries
banning the organization even after
the name changes.

Abdullah Ocalan, the leader of the
organization, was captured in Kenya
in 1999 with the help of the US,
and brought to Turkey. After the
trial, he was sentenced to the death
penalty. In the accession process
for the European Union, the Turkish
Parliament enacted several reform
packages and adopted new laws.
One of these crucial changes for
entrance into the EU was an
amendment to the Turkish
Constitution in 2001 that abolished
capital punishment; therefore,
Abdullah Ocalan’s conviction was
converted to life imprisonment.

Currently the separatist terrorist
organization PKK/KONGRA-GEL
is not only carrying out its activities
in Turkey but also within the EU
member countries. It conducts its
terrorist activities by using of
KONKURD which is a formation
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composed of almost 450
associations, companies, syndicates,
charities, NGOs and cultural centres.
It has also numerous web sites,
newspapers, magazines and TV
and radio stations. These media
foundations rename themselves
from time to time in order to
disguise their organic link with
PKK/KONGRA GEL. The most
significant among them is ROJ TV,
broadcasting in Denmark.

The front network of PKK-
KONGRA/GEL that supports the
armed organization politically,
financially and logistically is active
in about 30 countries generally in
Europe. This organization gets its
income by organized crime activities
such as drug, human and arms
trafficking.

Terrorist Organizations
Connected to Al-Qaida

Another type of terrorist threat,
relatively new in Turkey, is the
terrorist structures abusing the
religion. Adopting the same or
similar ideology of Al-Qaida, these
groups have conducted several
attacks targeting the Turkish people,
US and British interests and Jewish
community in Turkey.

Especially, in the wake of the
September 11 attacks, terrorist
organizations exploiting the religion
carried out many terrorist attacks
and they have been on the agenda
of every nation. These activities
reached to international level and
became a trans-border crime.

Suicide Attacks in Turkey

Al-Qaida related international
terrorists have struck in Turkey as
well. Of all the suicide attacks
Turkey has ever seen, the most
tragic ones were the lIstanbul
bombings, which took place in

November 2003. 2 synagogues,
British Consulate and a bank of
again British interest (HSBC) were
attacked in Istanbul. The attacks
were carried out with the bomb-
loaded trucks.

Overall, 61 people were killed
including 3 police officers and the
British Consul and hundreds
wounded as a result. After the
investigations, it became sooner
apparent that perpetrators had
received both military and political
training in Afghanistan. Turkish
security forces conducted successful
operations against Al-Qaeda and
many activities of the group have
been disrupted.

Turkish Authorities Fighting
Against Terrorism

Although many agencies are
involved in the fight against
terrorism, both directly and
indirectly, the major authorities
fighting against terrorism in Turkey
as follow;

- Ministry of Interior

- Turkish Armed Forces

- National Intelligence Agency
- Ministry of Justice

- Ministry of Foreign Affairs

- Ministry of Finance

Responsible Authorities for
Internal Security

Among these authorities, the
Ministry of the Interior, which falls
under the Prime Minister’s Office,
plays an important role and in
cooperation with related agencies,
manages counter-terrorism in
Turkey.

There are three organizations
responsible for internal security;
the Police, the Gendarme and the
Coast Guard. They all fall under
the Ministry of Interior.
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Contribution of the Turkish
Armed Forces

At this point, the contribution of
the Turkish Armed Forces should
be expressed. Although, the primary
responsibility of it is to defend the
borders against external threats, in
case the threat posed by terrorism
could not be countered within the
means and capabilities of the
civilian security forces, Turkish
Armed Forces (TAF) play an active
role in the fight against terrorism
upon the formal request by civilian
authorities in accordance with the
Constitutional Law.

Measures taken by Turkey

Turkey, in the face of changing
circumstances, has constantly
developed new measures in
multiple areas to meet the terrorism
threat. Although the terrorist
organizations are always seeking
new techniques and approaches
in order to overcome the security
forces’ work and continue their
struggle, these measures have been
very effective in counter terrorism
operations.

It is a known fact that terrorism
cannot be prevented only by armed
struggle. Therefore, in order to
remove the root causes of terrorism,
Turkey put into practice some
implementations. Following are
only some of them;

Effective police and military
operations were conducted,
Capacity and capability of the
present agencies were
improved,
Internal regulations have been
done that includes; enacting
new laws,
Setting up new agencies,
Putting into practice some socio-
economic projects,

Focusing on measures to prevent

radicalization and to foil the
recruitment process of the terrorist
organization.

Other than the measures mentioned
before, Turkey increased the
international co-operation efforts.
Turkey has bilateral and multilateral
agreements with 66 countries
regarding cooperation on
combating terrorism, organized
crime and drugs trafficking.
Turkey has ratified 13 UN
conventions and protocols relating
to terrorism in addition to its
International commitments. Turkey
has welcomed also the adoption
of UN Security Council Resolution
1373, which constitutes a solid and
comprehensive instrument for
combating terrorism.

As a NATO ally, Turkey strongly
supported the invoking of article
5 of the North Atlantic Treaty.

Presently, 446 terrorists are wanted
at the international level by Turkish
authorities based on terrorism
related crimes. But, the level of
support from some countries,
especially some European countries,
has been disappointing when
looked at the 230 extradition
requests for terrorist suspects that
have been rejected in the last
decade. Although some of the
rejections have been justifiable in
terms of procedures, out of the
230, 94 requests were rejected
based on the refugee status, even
though the majority of these have
taken part in armed terrorist
activities.

Some of the Preventive Measures

Foiling the recruitment efforts of
terrorist organizations;

Human / individual is at the core
of our perception in countering
terrorism. Especially in the recent
years, Turkey has been conducting
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human-oriented preventive projects
in order to defeat the activities of
terrorist organizations. The
preventive techniques aim to obtain
positive outcomes without violence,
or loss of life.

The aims of these projects are to
increase the awareness among
public and community members
against the activities of terrorist
groups by reaching the target
population before the terrorist
organizations do. By doing so, it is
intended to thwart the recruitment
activities of terrorist organizations.

Effective Operations and
Capacity Building;

-Leaders of the terrorist
organizations were arrested /
captured,

-Intelligence units were
improved in terms of capability
and interoperability,

-Public relations campaigns were
held,

-Crime Scene Investigation
Techniques were developed,
-Financial aspect of terrorism
was addressed,

-Witness Protection measures
were renewed,

-Education and training of
security forces were enhanced,
-Diplomatic initiatives were
refreshed,

-Formation and perpetuation of
terrorist networks in prisons
were inhibited,

-Frequency of border controls
were increased,

-Immigration measures were
taken,

All these efforts have been achieved
by respecting human rights and
democratic values.
Legislation; Beyond aforementioned
measures, some legislation has been
put into practise. Some of them
are;

-The Anti-Terrorism Law, (1991),

-The Law on Establishment and
Trial Procedures of State Security
Courts (1983). (At present, this
law has been abolished.)
-The Law on Establishment of
Emergency Region, (1983), (No
more Emergency region at the
moment)

-The Law on Money laundering,
-The Law on Prevention of Profit-
Oriented Criminal Organization
(1999),

-9 Laws on Reintegration of
People into Society between
1985-2007.

Socio-Economic Projects; K+YDES
and BELDES Projects (Projects for
infrastructural aid for villages and
municipalities)

These projects are initiated to
improve the living standards of
citizens, to enhance socio-economic
conditions, and to meet the
infrastructure needs in villages and
municipalities.

Village-coming and Project;
This project has been implemented
for the people who were obliged
to leave their villages because of
various reasons in East and
Southeast region. The project aims
to for the people who want to
return their villages voluntarily. It
has also been implemented with
the aim of making contributions to
the country and region economies
by supporting them with the
activities for leading their life.
Compensation of damages resulting
from terrorism and combating
terrorism;

With the aim of rapidly, effectively
and fairly compensating the damages
of the citizens harmed by terrorism
and counter terrorism, the law no
5233 on Meeting Damages Resulted
from Terrorism and Fight against
Terrorism was enacted in 2004.
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This act enables these citizens to
get compensation for the cases of
death, injury, disabilities and the
other damages caused by the
deprivation of their movable and
immovable goods.

TRT-6 TV Channel; Turkey started
to broadcast a TV channel called
TRT-6 in Kurdish to address the
Kurdish population in the east and
southeast parts of Turkey on 1st
Jan.2009. This is appreciated by
Kurdish citizens and NGOs in the
region except for the PKK
sympathizers. It is assessed that
TRT-6 will contribute into the
cultural development of Kurdish
citizens and eliminate the “Kurdish
language ban” propaganda material
availed by PKK terrorist.

Conclusion

As a conclusion; Turkey has gained
great experience in dealing with
terrorism, although this is not
something that can be said with
any pride. Terrorism, though local
or regional in the past, has turned
into a global phenomenon that
needs to be tackled globally.
Although Turkey is one of the
countries most affected by terrorism,
it has become a good example in
terms of fighting against terrorism
without sacrificing demaocratic rules
and human rights. Many political
and military cases have displayed
this so far.

As a bridge country between Asia
and Europe and at the same time
due her geographical proximity to
the Caucasus, Balkans and Middle
East, Turkey has always had a very
strategic importance throughout
the centuries. Turkey’s historical
background and grievous
experiences in the fight against
terrorism make it a role model for
countries grappling with similar
problems. As a country that has

struggled with terrorism for many
years, Turkey is, for its part,
determined to continue to actively
contribute to the enhancement of
international cooperation in the
fight against terrorism.
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here has been significant
international and intellectual
disagreement about a definition for
terrorism itself, the disagreement as
to what, if anything constitutes Cyber
Terrorism is even more diverse.
This paper will consider the battle
against terrorism in Cyberspace in
Cyber Terrorism as a form of attack
and the terrorist use of the Internet
as a tool for physical action. It will
also consider areas of both anti and
counter terrorism within a cyber
environment.

Terrorists use the Internet for a
variety of reasons that although
nothing new per se make their
business far simpler and have a far
wider reach than through non-
electronic means. Cyber Space
offers many areas of potential
exploitation to terrorist
organizations. It is a tool for
recruitment, radicalization,
propaganda and fund raising as
well as offering quick and simple
command and control.
Undoubtedly the Internet and
electronic mediums offer many
advantages to terrorists, given the
ease of use and the increased
reliance of developed societies on
the Internet the potential for terrorist
exploitation is expanding daily.

TERRORIST USE OF THE
INTERNET

The first area of concern is the
terrorist use of the Internet. By this
I mean a medium for many aspects
of terrorism other than as an attack
tool, which will be discussed later.
There are many features of terrorism
that can be conducted through the
Internet, although this is primarily
an information and communication
medium it does allow a greatly
extended reach and far quicker
communication. Terrorism is a

politically motivated act! and
therefore requires publicity and a
forum of communication. The key
areas of exploitation in modern

terrorist use are propaganda,
recruitment, radicalization,
communication and research. The
Internet allows small groups or
individual terrorists the opportunity
to reach literally millions of people
very easily. “Perhaps one of the
most promising features of the
Internet is that it gives voice to
many who have been unable to
buy or generate media attention

Propaganda is essential to terrorism,
these are rational people who carry
out their campaigns for a political
or social endstate, the must have
a medium to explain their message
and ‘justify’ their actions. Before
the Internet this was relatively
difficult to achieve for a mass
audience. Television and print
media would run stories on
terrorists but these would be subject
to editorial control and sometime
to legal restrictions. BooKks,
magazines and pamphlets would
only hit a small audience and would
only really be read by those with
an interest in the terrorist’s cause.

The World Wide Web is
unregulated and accessible to
almost everyone. Internet Cafes
are increasingly popular and allow
access to the public without the
need for the ownership of a
computer or subscription to an
Internet Service Provider. Simply
adding the correct key words or
links via a seemingly mainstream
site, the terrorist organization can
easily display its message without
regulation. It can allow the key
grievances, which motivate the
terrorists, to be publicly aired, and
as they control the content, these
can be backed up with ‘proof’
manufactured and edited by the
organization. These sites look
official and will use multimedia to
attract attention and create an air
of legitimacy for the site visitor.
They also have the advantage that
their Information Operations are
not bound by truth or conventions
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which allows, with appropriate
editing, a seemingly convincing
piece of propaganda without any
real basis. By May 2005, using only
the US State Department’s list of
terrorist organizations, there were
over 4500 terrorist supporting
websites?, rising to 5.500 in 2007.4

An example of how easily websites
can be used for misinformation is
the German Bund Deutscher
Jurister>. This website for the
German Lawyers’ Association ran
an article that their Chairman, Dr
Claus Groetz quoting that he said
the possible use of testimony gained
after light torture could be used in
German courts. There was public
outcry and headline news calling
for his resignation. The site had
only been set up 2 days before the
‘story’ broke and neither the
Association nor Dr Groetz actually
existed. Although this is not a
terrorist example, it highlights the
possibilities that a terrorist
organization could exploit. Lazy
journalism meant that the story was
not corroborated and given to the
German public as authentic by the
mainstream media. To have this
about a State’s action relating to a
terrorist situation could be used by
the terrorist organization to gain
public sympathy and international
condemnation of the victim state.

Recruitment and Radicalization are

an essential element for a terrorist
organization. The Internet provides
a greatly enhanced forum for this.
The ability for terrorists to find
and groom young people is
demonstrated in Forum and Chat
Room websites. This provides a
largely unregulated medium for
terrorists to meet and groom
potential recruits. Often they will
monitor those Forums and Chat
Rooms that may have a relevance
to their motivation, grievance or
cause. This could be an animal
rights Chat Room where extremists
Single Issue terrorists may use the
opportunity to engage anyone who
shows thoughts or emotions along
the same lines. This form of contact
can be well orchestrated and
involve several people, effectively
keeping the potential recruit in an
air lock away from the terrorist
proper until they are deemed ready.
Initially a pro-terrorist ‘chatter’ will
engage the potential recruit in fairly
mainstream conversation and ask
a few probing but seemingly
innocent questions over a period
of time. They will use this time to
pass on pro-terrorist messages and
try to affirm the potential recruit’s
feelings to that particular cause.
The will also post messages against
the terrorist’s targets in an attempt
to convince the potential recruit
that the terrorist message is accurate.

Once regular contact is made, the
initial contact will assess the potential
recruit and pass them on to a
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groomer. Those selected for such
grooming have already displayed
some form of agreement with the
terrorist cause and also the
personality traits that suggest they
may be willing to take an active
part in any struggle. Still at this
point the potential recruit is unlikely
to know she or he is in contact with
anyone other than a fellow chatter
of a like mind and engaging in
serious conversation. The groomer
is likely to be very knowledgeable
about the cause and will start to
feed strong propaganda about the
terrorist’s motivation. This is again
a filtering process to find out those
who would continue towards direct
action from those who have strong
views but would never cross from
political protest. Those who are
regarded as strong believers in the
terrorist cause, and displayed the
correct personality traits to suggest
they would join are then passed on
to their first proper contact with the
terrorist organization itself. This
process can take a long time, as the
groomer has to be certain they have
the right people and the potential
recruit is not going to be made
aware that he or she is in contact
with a terrorist until they are ready.

The groomer will pass the potential
recruit onto a recruiter who, at
that stage will, for the first time,
make indications that they are
from a terrorist organization. From
this point the skill set of the
potential recruit will be examined
and their commitment finally
checked before they are in a
position to ever actually meet or
know the identity of anyone they
have been engaged with.

An example of this, in it's early
stage was monitored on a
mainstream Muslim Youth website
in the United Kingdomé. Hussain
was a 15-year-old schoolboy who
posted a school project for
comment from other members of
the forum site. In his post he

expressed mixed feelings and
uncertainty about how the West
saw Islam and the true nature of
the Jihad. Hussain stated that he
believed Jihad was a personal
struggle and it was against Islam
to kill. He also expressed that he
felt as though the West regarded
him as a terrorist because he was
Muslim and that there was
significant anti-Muslim sentiment
in Western Society. The first two
replies agreed with Hussain that in
Islam it is forbidden to Kkill.
OBL4Caliph entered the debate
and began saying that he was an
authority on Islam and that Jihad
was a duty for all Muslims and that
it was a requirement to kill those
who opposed the religion. During
the ensuing posts it was clear that
most forum members said
OBL4Caliph was wrong. However
his language and argument were
more structured to a youth’s mind
and he began to try and convince
Hussain. While clearly Hussain
had used the Internet for a sensible
and reasonable purpose, canvassing
views of like-minded people about
his thoughts as a confused teenager,
he had inadvertently shown a little
potential in his thought, which led
to a potential terrorist grooming.

Terrorism has evolved and in the
beginning of the 21st Century we
are dealing with a new type of
terrorist organization as well as the
classical groups. Traditionally
terrorist organizations have been
just that, an organization with a
leadership and strict control. Attacks
and campaigns would be planned
and authorized by the leadership
as part of a coordinated approach
to their policy. The emergence of
more ‘networked’ organizations with
a horizontal leadership has made
the Internet a breakthrough in
Command and Communication.
Obviously e-mail is an instant form
of communication and can easily
be encoded. Seemingly innocent
messages can be sent that only the
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recipient would understand,
although a coded message is as old
as terrorism itself, email allows much
greater speed in delivery and an
almost guaranteed receipt. An
example was a mail sent by the
9/11 hijacker Mohammed Atta:

“The semester begins in only
three more weeks. We've
obtained 19 confirmations for
students in the faculty of law,
the faculty of urban planning,
the faculty of fine arts and the
faculty of engineering.

Best wishes from the Professor
to all of you!

Mohammad””

Clearly this message seems innocent,
but knowing the events of 9/11 and
who wrote it, we know this set the
attack dates (it was written 3 weeks
before the attacks), the 19
confirmations were the 19 terrorists
who were carrying out the atrocities,
the ‘faculties’ were codes for the
targets and this confirmed which
ones, and of course the ‘professor’
is Osama Bin Laden.

Messages can be hidden in pictures
or a made to look like Spam mail
SO not to attract attention. Terrorists
have also been known to set up
an email account and change the
password daily, the cells and
terrorists will know the username
and daily password. Messages can
be written, saved as a draft and
then accessed by the whole
network without being sent. This
greatly reduces the possibility of
interception or an evidence trail
before or after an attack.

Simple symbolism is also a known
method of terrorist communication.
Many terrorist organizations have
websites or will publish video clips
on video sharing sites. These can
contain a hidden code; simple
graphics such as a terrorist holding

his or her AK47 in the left hand
will be displayed. Having the
same graphic with the rifle in the
right hand can be a signal for a
terrorist cell and be almost
undetectable to the intelligence
services monitoring it.

Fund raising for or by a terrorist
organization is another area where
the Internet provides a quick and
simple medium for the organizations.
In the modern world of electronic
banking this can be achieved
directly or indirectly, both via
legitimate transitions and illegal
means. The Internet offers many
opportunities for front business
and pseudo-charities to raise
monies. It also allows easy transfer,
internationally, to make the
tracking and freezing of suspect
terror funds very difficult.

In some examples, charities have
been set up for disaster relief, such
as the devastating earthquake in
Pakistan in 2005. While these
charities have done some relief
projects, some of the funds were
siphoned off to terrorist
organizations. If $100,000 is set
aside to build a school, the actual
relief could be $80,00 with 20%
going to terrorism. These ‘charities’
can be easily set up by terrorist
supporters and be indistinguishable
from genuine relief work.

The Internet allows a wide target
audience for donation requests
and easy transfer to the ‘relief’
fund. At a time of such disaster
considerable amounts of money
can be stolen in this way.

TERRORIST CYBER ATTACK

There are many who argue that
there is no such thing as Cyber
Terrorism proper. Terrorists can
use the Internet as discussed above,
but Terrorism needs to be a tangible
physical attack. | would disagree,
there are many features of modern
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life that are reliant on Cyber Space
and present a new opportunity for
terrorist direct action, and these
opportunities are increasing as we
become reliant on computers. There
are the possibilities of attacking
electronic means such as web-
defacement, malware, data mining,
training and Denial of Service. As
SCADA?® becomes more widely
used and controls important key
infrastructure, an attack on these
could be as physical as a bomb.

Web-defacement is an easy way to
annoy a target or gain propaganda.
Unlike a spurious site, such as the
BDJ, these attacks alter the data
and information on an official site.
The ISP and web domain name
would check out as being official
if they were checked. While simple
altering of an official website gains
little more than small scale
propaganda, there is a potential to
cause real panic. The often given
scenario is a terrorist defacing the
Homeland Security website and
advising people to leave a major
city due to a chemical leak. If
picked up by the press or enough
people, this false message could
gain legitimacy and cause panic,
with untold casualties in the ensuing
rush to leave and the obvious
financial implications that would
cause. This sort of attack is
relatively unlikely to succeed as
other forms of warning would not
back it up, but if a TV network
accidentally picked it up it could
be damaging. This is a very simple
action for a skilled hacker Cyber
Terrorist with very little risk or cost.

Malware is an obvious weapon that
a cyber expert terrorist could
unleash. Viruses and works can
bring down systems and networks
and cause great disruption to the
target. These could render an

important operating system
temporarily useless or make it
malfunction. The potential loss of
data through such a virus or work
could have a huge implication if
targeted correctly.

Data mining is an appealing
prospect for a terrorist organization
and an area where INFOSEC
becomes a priority for governments
and security services. Increasingly
personal and financial details are
held on record in electronic files.
Often, for ease of use and legitimate
information sharing, these are held
on networked systems. Terrorist
organizations could attempt to hack
in to these systems to gather
information about potential targets,
financial details or indeed information
altering to damage the victim
organization. This could be used
to identify key individuals to target
for assassination or kidnap. It could
also find details, which it used to
discredit or blackmail key personnel
to help with a terrorist activity.
Identity theft could allow a terrorist
access to bank, identity documents
or access control passes which could
be severely damaging and greatly
assist in an attack. Given the ease
and size of modern data
transportation mediums, such as
flash USB sticks, the loss of this
information must be guarded against
in all electronic forms. In the United
Kingdom the membership list for
the right wing British Nationalist
Party was made available on the
Internet, much to the embarrassment
of several high profile members
whose membership of this party was
proscribed by their employers. There
are many such types of information,
which could be of use to a terrorist
organization. They can also learn
about the schedules and locations
of targets. According to an al-Qaeda
training manual captured in
Afghanistan “Using public sources
openly and without resorting to
illegal means, it is possible to gather
at lease 80% of all information
required about the enemy”?.

Seemingly innocent programmes
and tools on the Internet can
provide valuable information to a
terrorist planning a physical attack.
These are in everyday use by
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millions of Internet users for wholly
legitimate purposes. Programmes
are easily available that offer satellite
imagery of the world. These offer
exact details of often-sensitive areas
and can allow accurate target
selection and area knowledge
without the risk of reconnaissance.

Indeed the al-Qaeda computer
expert Muhammed Naeem Noor
Kahn was captured in Pakistan in
July 2004 with a computer filled
with photographs and floor
diagrams of buildings in the US?,

Training and Research &
Development are essential elements
for a terrorist attack. The Internet
provides easy and immediate
information sharing and research
capabilities to a Terrorist
organization. There have been
numerous examples of terrorists
posting training manuals on the
Internet, which explain how to
conduct attacks and make
explosives using readily available
high-street ingredients. This has
a greater appeal to network
organizations with horizontal
hierarchies, such as al-Qaeda.
These organizations would be
content for cells, even with no
formal contact with the organization
proper, to conduct attacks in their
name. Their philosophy is
espoused on-line and those who
are radicalized to support it could
become competent terrorist without
physically going to a training camp.
Publications such as the Terrorist
Cookbook provide the know-how
that a budding terrorist would need.

If the Internet is brought down in
a country or region it will do
immense damage to the population,
infrastructure and financial sectors
of that society. The Internet relies
on bandwidth and if targeted with
a Directed Denial of Service, DDOoS,
this can block the selected servers
and effectively jam the Internet.
This is relatively simple to do. If
enough emails are sent in a short

enough time, or enough hits are
made simultaneously on a selected
website, the bandwidth will fail to
cope with the amount of data it is
being requested to move and
simply clog up, rather like a main
street in rush-hour. One method
of doing this is through a Botnet.
A Botnet is a network of computers
that have been taken over as slaves
by one master computer. From
the master computer a terrorist
could direct all the Bot in the Botnet
to email or log onto a website
simultaneously. A Botnet can be
millions of computers all over the
work with the slaves showing no
apparent symptoms. Botnets are
relatively easy to set up for an
experienced hacker and are
available for purchase. Although
not a terrorist attack, Estonia was
the victim of and sustained DDoS
attack in 2007. As Estonia prefers
to operate as paperless as possible,
effectively closing the Internet had
a huge effect in that country??.
This was combined with some civil
disturbance relating to the moving
of a Soviet war memorial in Tallinn
city centre. This could be used by
a terrorist organization to bring
down a major banking system,
Bishop’s Gate and the Baltic
Exchange bombs in the early
19990’s in London highlight the
attraction of a purely economic
target to a terrorist organization.
What the Provisional IRA achieved
with a bomb could now be done
to a much larger target area with
only a laptop.

Supervisory Control And Data
Acquisition (SCADA) systems control
many major infrastructure systems
and are increasingly being relied
upon. These provide one of the
greatest vulnerabilities to a purely
Cyber Terrorism attack with
potentially massive physical effect.
SCADA systems are used to run
power plants, control dams and
even city traffic flow by controlling
the traffic light system. If these can
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be accessed by a terrorist
organization the can effectively take
control of that facility. One of the
main vulnerabilities for this is
through a mole employee or a
disgruntled worker. If a terrorist
organization planted members as
regular employees of a facility it is
possible that the could, given the
patient nature of sleeper cells, gain
a position of trust in the facility and
gain access to the SCADA computer
system. From there they could
initiate an attack to break a key
facility or cause other forms of
damage. An example of the
potential this has happened in
Queensland in Australia. Although
not a terrorist attack a hacker got
into the Sewerage SCADA in
Maroochy Shire Council on
Australia’s Sunshine Coast. Vitek
Boden put in glitches and
deliberately released millions of
liters of raw sewerage into the water
system and sparked an investigation.
He was a former employee who
had access to the required passwords
and knew the system. After his
dismissal the council had failed to
change the passwords and effectively
allowed Boden access to the system.
His motives were personal but this
shows what a terrorist could do.

CONCLUSIONS

The face of modern terrorism is
ever changing and it seeks new
methods of carrying out attacks,
propaganda campaigns and
recruitment. Cyber Space in certainly
a new area of the battlefield and
one that terrorist organizations are
striving to exploit. There are many
advantages to the terrorist to use
the Internet for a myriad of essential
threads to maintain a terrorist
campaign. This threat must not be
overlooked, as many societies move
more areas of life and infrastructure
to computer control and networked
systems, the reliance on then is ever
increasing. Unfortunately this

reliance creates a fairly soft target.

The terrorist no longer needs to
physically be in the same country,
let alone the site of an attack if it is
conducted through cyber space.
Information is far more accessible
and available instantly, something
a terrorist could exploit. Taking a
photograph of a military instillation
will raise suspicion and risk alerting
the authorities to the terrorist or that
an attack is being planned. Looking
at the same site on a computer
would leave the terrorist completely
anonymous and undetected.

Terrorists such as Younis Tsouli,
the infamous Terrorist 007, have
become vital to terrorist
organizations. Tsouli was not a
fighter that offered much ability to
conduct a physical attack, but he
was committed to the al-Qaeda
cause. He set up countless websites
and video sharing forums to
promote a pro-al-Qaeda message
and demonize the US and UK. He
operated from a London flat and
was financed by another terrorist,
interestingly who he never actually
met. Tsouli was arrested with
millions of files and videos with
terrorist propaganda and training
aids, which he was the central hub
in distributing and putting on line.
It was assessed that his arrest as
a major blow for al-Qaeda, as much
as any active field commander.

It is not all bad news though, by
using electronic means, the terrorists
can leave a signature and be
monitored or arrested based on
electronic evidence. However that
is not the scope of this article and
will not be discussed.

Defence Against Cyber Terrorism
will differ little form solid cyber
defence and security. It is however
important to understand the terrorist
mindset and how they are likely
to use the medium for their
purpose. It must be conducted as
part of the wider force protection
and be conscious of the massive
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potential for compromise. It is
highly unlikely anyone would take
a large paper file, with highly
sensitive information useful to a
terrorist, outside a secure office,
but this seems to be ignored when
that information and a thousand
times more is held on a 5cm USB
stick. It is not only the system that
requires improved security if the
defence against Cyber Terrorism is
to be successful. The often used
comment, TPIBKAC, The Problem
Is Between Keyboard and Chair
and that there is no patch for
stupidity hold true.
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COE-DAT
Activities
(April 2009)
- /
BG. Wasim HUSSAIN, Defence Attaché of Pakistan paid a visit to COE-DAT
on 09 January 2009.
4 )
- /

LTG. Maurice Lee McFANN, Com. CC-AIR (Izmir) paid a visit
to COE-DAT on 12 January 2009.
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The “Fighting the Financial Dimensions of Terrorism Course” was conducted at COE-DAT’s
premises on 19-23 January 2009. During the course, factors facilitating financial terrorism, the
nexus between terrorism and organized crime, criminal money management, feeding terrorism
with drug money, trafficking and terrorism funds, money laundering and terrorism, effective
strategies and tactics in countering terrorism, growing significance of financial intelligence,
international efforts and Financial Action Task Force, the future of terrorist financing and effective
legal measures were discussed.

4 A

N J

Gen. Bantz John CRADDOCK, NATO Supreme Allied Commander in Europe
(SACEUR) paid a visit to COE-DAT on 20 January 20009.
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COE-DAT has conducted its fourth course on the Legal Aspects of Combating Terrorism on16-20 February
2009 in Ankara/TURKEY. The concept of use of force, human rights and terrorism, legal aspects of cyber
terrorism and bio terrorism, legal basis for targeting terrorist funding, rules of engagement for counter-terrorism
operations and international operations against terrorism have been discusses during the course.

4 )
- J
4 )
- J

E The Capstone Delegation from the National Defence University (USA)
paid a visit to COE-DAT on 18 February 2009.
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B COE-DAT has carried out its
fourth course on Cyber Terrorism
on 09-13 March 2009 in
Ankara/ TURKEY. Throughout the
course, the issues of information
security in NATO, cyber attacks
against NATO, legal aspects of cyber
terrorism, the case of Estonia,
terrorist use of internet and cyber
terrorism, global response to cyber
terrorism, governmental response to
cyber terrorism and the role of
intelligence in countering cyber
terrorist operations have been
elaborated.

Col. Richard ROBINSON
MBE Defence Attaché of the UK
paid a visit to COE-DAT on 19
February 2009.

/

] vir. R.Kenneth NOBLE,

Secretary General of the
INTERPOL paid a visit to COE-
DAT on 10 March 20009.
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COE-DAT in conjunction with Allied Command Transformation (ACT) organized 10th NATO
Tactical Operations in an
IED Environment Course a )
at the Turkish Army
Engineer School during
the period 30 March-03
April 2009 with the
participation of 37 Junior
Commanders (Senior
Enlisted and Junior
Officers) from 14 NATO
and ISAF Troop
Contributing countries.
The courses assist in
nations in preparing for
deployment to ISAF. The
aim of the course is to  \ )
provide participants with

a basic background necessary for the current NATO operational environment. Four further courses
are planned for the year and will run from the same location during the periods 11-15 May 2009,
06-10 July 2009, 14-18 Sep and 16-20 Nov 2009.

10.COE-DAT is organizing an NATO Advanced Training Course on “Analysis and Strategies
to Counter The Terrorism Threat” in Tirana/Albania on 20-24 April 2009. The course intends to
analyse the terrorist thereat with different dimensions and examine counter-terrorism strategies
in detail.

COE-DAT will conduct its 6th course on Defence Against Suicide Bombing at COE-DAT
premises on 04-08 May 2009. The course aims to conceptualize suicide attacks, understand the
root causes and recruitment methods of suicide terrorism, discuss the development of combined
multilateral counter suicide bombers measures, consequence management as well as policies for
defending against suicide terrorism.

COE-DAT is organizing a workshop on “Strategic Communication for Combating Terrorism”
at COE-DAT premises on 12-13 May 2009. The workshop intends to bring together academics,
experts and military professionals to improve concepts for using strategic communications in
combating terrorism. The workshop is open only to NATO nations.

COE-DAT will carry out its 3rd course on “Efficient Crisis Management to Mitigate the Effects
of Terrorist Activities” at COE-DAT premises on 25-29 May 2009. The course intends to improve
the knowledge of the participants about the importance of crisis management and crisis management
strategies after terrorist attacks.
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COE-DAT
Publications

Defence Against Terrorism Review (DATR)
Centre of Excellence Defence
Against Terrorism (COE-DAT)

The second issue of Defence Against Terrorism
Review (DATR) has been published. The new issue
is composed of invaluable articles by distinguished
scholars. COE-DAT appreciates their contribution
and is proud to share it with its readers.
The Defence Against Terrorism Review (DATR) is
a refereed, interdisciplinary, biannual journal,
publishing in-depth analysis of the complex issue
of terrorism in a changing and globalised security
environment. It includes political, legal, sociological,
economic, and psychological approaches to the
terrorism predicament. DATR intends to reach
academics as well as practitioners and aims to
publish theoretical as well as policy papers. It also
encourages contributions from different cultural
perspectives.

The first issue of Defence Against Terrorism
Review (DATR) published in the Spring of 2008 was very warmly welcomed by our
readership, which is composed of a wide variety of distinguished individuals and institutions,
both from the civilian as well as the military sectors. We have received letters of commendation
from all corners of the world where DATR aims at reaching out to its readers. [...]

The current issue starts with an in-depth analysis of a fundamental question that for long
tackles the minds of professionals as well as the laymen as regards the thin line between
the legality and the legitimacy of the use of armed forces -in dealing with security problems
including defence against terrorism- which is often blurred and also became a powerful
source of controversy in public debates. We are extremely lucky to have Dean Tom Farer
from the University of Denver on board in this issue who provides us with a very
comprehensive elaboration of all facets of the problem at hand. Professor Farer’s authority
and wisdom, it goes without saying, shed brilliant light to the proper understanding of the
issue with his article often exemplified by specific cases from around the world. Unarguably
the foremost expert in the field of terrorism studies, Professor Yonah Alexander from the
Potomac Institute, contributes to our edition with his invaluable observations about the
degree and the extent of the collaboration among the terrorist organizations in the world
that have pretty diverse backgrounds. Professor Alexander argues that shared ideologies
and commitments to radical strategies such as professed struggles against capitalism,
imperialism, racism, Zionism, and democracies motivate groups to work together on a global
scale. Thus, defence against these groups requires utmost cooperation among the states.
That said, it is also extremely important to make particular evaluations of all kinds of violent
acts that we face today, and that identifying the purposes of the performers. In this regard,
Dr. Luis Mesa Delmonte from El Colegio de Mexico analyzes and deals with a wide spectrum
of violent manifestation. Dr. Delmonte carefully underlines the fact that instead of labelling
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of violent manifestation. Dr. Delmonte carefully underlines the fact that instead of labelling
all of them as only one kind of threat, considering their ideological, social and economic
reasons is crucial. At this very point, the value of familiarizing oneself with the peculiarities
of particular terrorist organizations gains currency. Syed Manzar Abbas Zaidi from the
University of Central Lancashire traces the resurgence and reorganization of the Taliban into
a new organizational entity, namely the Taliban in Pakistan. According to Zaidi, the Taliban,
having been forced to flee Afghanistan, have found a haven in Pakistan’s tribal areas, re-
organizing and recruiting anew in the process, and became the new face of the Taliban.
Having said this much about terrorists, insurgents, and guerrillas, the fundamental questions
like what is terrorism, why is it there, who are terrorists, and what are the ways to deal with
terrorism that concern researchers who have studied this social phenomenon remain to be
the key subject matter, which is eloquently discussed by Dr. +zg,r +zdamar from the TOBB
University. Dr. +zdamar presents various theoretical approaches to the study of terrorism
and suggests that the instrumental approach provides a firm base to develop comprehensive
theories of terrorism provided that it can resolve the weaknesses mentioned in his article
and develops itself to meet his four criteria. One of the scariest scenarios concerning the
future trend in terrorist activities is the one that involves the use of weapons of mass
destruction (WMD), in their sophisticated or crude forms. Dr. Zafar Jaspal from the Quaid-
i-Azam University attempts to examine the potential for WMD terrorism and its likely
repercussions for Pakistan security. In his well-thought article Dr. Jaspal asks three central
questions such as whether WMD terrorism is a myth or reality; what the current trends are
in terrorism that undermine Pakistan security; and what the appropriate countermeasures
would be to thwart terrorists’ efforts to acquire WMD. He accordingly emphasizes that
national and international initiatives aimed at improving the system of controlling the
import/export of sensitive materials and instruments should be developed so as to limit the
risk of WMD smuggling. Starting with this issue, alongside the major articles, we are planning
to spare some space also for case studies that take interesting developments in the field
of defence against terrorism into their scopes with a much closer look into the specifics of
various events. Dr. Ali Dikici from the Turkish National Police offers us the fianl"urfa case
in his elaborate study of community policing that aim at preventing the misuses of children
by the PKK terrorist organization. According to Dr. Dikici, the role of community policing
is vital but it will not be sufficient alone to fight terrorist activities. Contingencies should
be developed with parents, school officials, mental health professionals, probation officers,
and social service workers who are already involved or may need to be involved with the
youngsters and their families. Dr. Dikici argues that with a mixture of authority, psychological
sophistication, and persistence, the officers and other state officials, universities, educators
and NGOs involved in terrorism prevention efforts will be enormously successful. [...]
(Mustafa Kibaroglu, Editor’'s Note, DATR, COE-DAT, Ankara, Fall 2008)
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